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11... COMMON KEY CONTROL APPARATUS 
R... REQUEST COMMON KEY UPDATE 
A1... RESPOND 

R1... REQUEST FIRST STATUS TRANSITION 
A2... RESPOND 

R2... REQUEST SECOND STATUS TRANSITION 
A3... RESPOND 

12.. GENERAL COMMUNICATION APPARATUS 

A. .. STATUS OF GENERAL COMMUNICATION APPARATUS 

D. .. UPDATE COMPLETION 

E. .. DISTRIBUTION COMPLETION 

H. .. TRANSITION 

B. .. COMMON KEY OF GENERAL COMMUNICATION APPARATUS DURING TRANSMISSION 

F. .. PREVIOUS COMMON KEY 

I. .. NEW COMMON KEY 

C. .. COMMON KEY OF GENERAL COMMUNICATION APPARATUS DURING RECEPTION 

G. .. PREVIOUS AND NEW COMMON KEYS 



(57) Abstract: To reduce memory consumption 
amount of a general communication apparatus 
when a common key is updated by use of a new 
common key, and further prevent occurrence 
of an interval for which none of general 
communication apparatuses become unable 
to communicate with each other by use of 
encrypted data. When the statuses of all of 
the general communication apparatuses (12) 
become a distribution completion, a common 
key control apparatus (11) transmits a first status 
transition request (Rl) to all of the general 
communication apparatuses. When the statuses 
of all of the general communication apparatuses 
(12) become transition, the common key 
control apparatus (11) transmits a second status 
transition request (R2) to all of the general 
communication apparatuses. When receiving a 
new common key from the common key control 
apparatus (11), a general communication 
apparatus (12) shifts its status from an update 
completion to the distribution completion. 
When receiving the first status transition 
request, the general communication apparatus 
(12) shifts its status from the distribution 
completion to the transition. When receiving 
the second status transition request, the general 
communication apparatus (12) returns its status 
from the transition to the update completion. 
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